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ABOUT SRM INSTITUTE OF SCIENCE AND TECHNOLOGY
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SRM Institute of Science and Technology is one of the top
ranking universities in India with over 52,000 full time
students and more than 3200 faculty across all the
campuses - Kattankulathur, Ramapuram, Vadapalani
Campus - all in and around Chennai, Tiruchirappalli (in
TN), Modi nagar (in UP) & Sonepat (in Haryana) = both of
which are located near Delhi NCR, Amaravati (in AP),
Gangtok (in Sikkim) - offering a wide range of
undergraduate, postgraduate and doctoral programs in six
Faculties- Engineering & Technology, Management,
Medicine & Health sciences, Science & Humanities, Law
and Agricultural Sciences. The history & growth of SRM
group of Institution reflects the inspiring and visionary
Founder - Chancellor Leadership, the committed Pro-
Chancellors of Administration and Academics, Vice
President, Vice Chancellor, Pro-VCs, Registrars, and the
3000+ Faculty and Staff Members and our vibrant large
group of SRM Alumni and Students. The Institute is
accredited by NAAC with A++ Grade, with overall 21 st rank
in NIRF, with 17th position in India in QS University World
Rankings

ABOUT SRM SCHOOL OF LAW

School of Law of SRMIST is one of the
leading Law Schools in India. Being a top-
ranking multi-stream university it has a
vision to impart quality education which
makes the products of the law school
stand par excellence. The School offers UG,
PG and PhD programs along with
Certificate Courses in unique emerging
areas. Courses in a multi-dis-ciplinary
approach are being offered to non-law
students. The alumni have made their Law
School proud by occupying coveted
positions.

in different fields. The Law School has a rich legacy. It was
inaugurated in 2014 by the Chief Judge of the Supreme Court of
Maryland, Mary Ellen Barbara along with the judicial delegates
from the State of Maryland, USA which was led by the First Lady
of the State, Katie O’Malley. The School of Law has tie up with
many Foreign Universities and institutions. The multicultural
atmosphere of the campus provides a great opportunity for the
students and the faculty members to know different cultures as
the students from different parts of India and the world are
studying here. An environment-friendly green campus adds
additional energy to the students. As an institution we equip,
expose, empower and enlighten the students to take up the
professional chal lenges with confidence and commitment.



CONCEPT NOTE ON
INTERNATIONAL SEMINAR ON
CYBER SECURITY, DATA PROTECTION AND
CYBER GOVERNANCE

Cyber security is the practice of securing computer
systems and networks against unauthorized access or
being otherwise damaged or made inaccessible by
mitigating information risks and vulnerabilities.
Information risks include unauthorized access,
interception, use, disclosure, or data destruction. The
purpose of Cybersecurity serves as a shield to safeguard
devices and services from malicious attacks orchestrated
by hackers, spammers, and cybercriminals. Organizations
employ this crucial practice to shield themselves against
various threats, including phishing schemes, ransomware
attacks, identity theft, data breaches and potential
financial losses.

The aim of a cyberattack is to gain unauthorized access to
sensitive data. Hackers employ various techniques to
infiltrate systems, seeking to either destroy or manipulate
critical data.

The motive behindsuch intrusions can range from causing
chaos to exploit a vulnerability for strategic gain.
Sometimes, cybercriminals may resort to extortion tactics
by illegally obtaining sensitive information and
threatening the victim. These threats could range from
information exposure to data manipulation with a ransom
in exchange. This attack places organizations in a
precarious position, emphasizing the need for robust
cybersecurity to prevent such coercive actions.

Hackers target trade secrets and valuable information like
intellectual property. They aim to inflict significant
damage on a competitor's business by stealing and
exposing these proprietary assets. Releasing trade secrets
can lead to losing a competitive edge, affecting
profitability and market standing.

Some cyberattacks focus on disrupting an
organization's regular operations. This could
involve tactics like Distributed Denial of Service
(DDoS) attacks, which aim to overwhelm systems
and networks. The objective is to create chaos,
impede business activities, and potentially cause
financial losses. Cybersecurity measures are
essential to mitigate such disruptive threats.
Breaches lead to a loss of trust among an
organization's customer base.

The significance of cyber security in today's digital
age cannotbe understated. A single security breach
has severe consequences in today's interconnected
world, resulting in heavy financial losses and data
loss, as well as hurting its reputation. For instance,
in 2017 Equifax breach exposed the personal
identification information of over 145 million
people. In 2018, the breach at Marriott leaked the
personal information of over 500 million people.

As our dependence on IT and technology grows, so
do the volume and sophistication of cyberattacks.
Cybersecurity helps to secure systems and
networks against these threats. Cybersecurity is
important because it protects organizational
assets and services from malicious attacks and
safeguards all types of data including but not
limited to sensitive data, protected health
information (PHI), and personally identifiable
information (PII) from theft and loss. Obtaining a
cybersecurity certification can help you protect
yourselfagainst fraud and online assaults



ABOUT THE SEMINAR

Cybersecurity and information protection have become the
buzzwords of today's post-pandemic world. Organizations,
governments, financial institutions, and other entities remain
under constant cyber threats. The means of cyberattacks that are
executed by cybercriminals are getting more sophisticated with
each passing day, thereby increasing the risk of any major
cybersecurity breach. Therefore, it has become indispensable for
organizations they understand cyber laws and legal nuances of
cybersecurity.

The objective of this conference is to address the connection of law
and cybersecurity. It details the Information Security System, legal
compliances that are required to protect critical governmental
and corporate infrastructure, and intellectual property created by
individuals and organizations. This seminar provides a platform
to discuss variety of crucial subjects including amendments in
many of the relevant international and national laws, regulations
and numerous cybersecurity data breaches highlighting new
vulnerabilities.

Targeted audience of the Seminar
e Prosecutorsand law enforcement officials dealing with cybercrime investigation
e~ Cybercrimelawyers

e Cybercrimeanalysts

Researchers investigating transnational cybercrime in public and private research institutions

e Officials from international organizations working on cybercrime and relevant policies

Cyber risk management analysts and business continuity professionals in international industries Through a
combination of key note addresses, live discussions, paper presentations, participants will acquire in-depth
knowledge on the theoretical and practical aspects related to cybercrime and cybersecurity law.

The seminar will focus on the cybercrime phenomena, its perpetrators and victims, as well as the analytical tools
needed to understand the ever-changing problems of cybercrime. Once the phenomena of cybercrime have been
analysed in detail, the tools to preventand counter it from both alegal and technological perspective will follow and
the conference will culminate with the Cybersecurity challenges and possible ways to preventand address it.

SUB THEMES

Cyberterrorism Cybersecurity Governance & Crisis Management in

Cybercrimes, Cyberwarfare and International Peace Multinational Corporations
Artificial Intelligence & Cybercrime Cybercrime - Online Counterfeiting & Human Trafficking

Online Hate Crimes Cybersecurity - Comparative Analysis of National Security

Cyber Criminals: Hackers, Phishers Strategies and Cybersecurity in Healthcare

Criminal Organizations on the Internet & Non-State QST @S ERE NEB O SOy

Actors International Law and Cyberwarfare

Framework Online Hate Speech and Regulation

Legal Forensics for Public & Private Investigations Dark Web
New Perspective in Cybercrime: from Al to Metaverse & Ethical Hacking and State Surveillance

Virtual Reality Emerging Tech Crimes
Risk Management & Cybersecurity Al Tools in Criminal Justice




OUTCOMES OF THE SEMINAR

While the benefits of cybersecurity are unparalleled,
implementing it can be both costly and complex. There's also a
lack of skilled professionals which makes it challenging.
Additionally, human errors make it difficult to achieve a robust
security posture. The number of qualified professionals is few
compared to the requirements in the field of cyber security. In
recent years, several businesses and individuals have been the
target of high- profile cyberattacks with devastating
consequences. These can result in the theft of social security
numbers, credit card information, bank account details, and
sensitive data leaks. These attacks have helped organizations
realize the importance of having strong cybersecurity
measures in place. This seminar will provide a platform to gain
practical knowledge on cybersecurity.

IMPORTANT DATES ., ACCESS LINKS

Last Date for Abstract Submission : July 05, 2025 Registration Link:
Confirmation of Abstract :July 12,2025 https://forms.gle/qy3sF1gCSvxSB7]a9
Submission of Full Paper : July 30,2025 Abstract Submission Link
Date of Seminar : August 14, 2025 https://forms.gle/81xpBY9PrgXoSc737

Full Paper Submission Link:
REGISTRATION FEE STRUCTURE https://forms.gle/BNMCYdpPtNUxfwUY8
Category Fee (INR) / USD
Academicians / Industry Experts 1500 PUBLICATION
Research Scholars 1000
Students X750 Selected papers will be published in
Participants (Non-paper presenters) X500 e SCOPUS Indexed
International Author $40 0 el ol

o Edited Book.

International Participant $20
BANK ACCOUNT DETAILS: Publication charges to be borne

by authors separately

All Payments must be made to:

A/CNo. : 6314094173, For More details contact:
Bank : INDIAN BANK
SRM University, Dr. R.K. Rajkhanna - 9500513001
SRM Nagar, Potheri, Dr. V. Poojashree - 9940055807

Kattankolathur, Chennai. Ms. Derifa - 9489394653
IFSC Code - : IDIB000S181 Email: srmlaw25@gmail.com



https://forms.gle/qy3sF1gCSvxSB7Ja9
https://forms.gle/81xpBY9PrgXoSc737
https://forms.gle/BNMCYdpPtNUxfwUY8

SUBMISSION
GUIDELINES

Submissions are to be made only in Microsoft Word Format (.docx or .doc files)
by filling the given form. Soft copies should be submitted by July 5*, 2025

All articles must be accompanied by an abstract not exceeding 500 words along
with keywords.

Tentative word limit: Articles (3000 to 5000 words); The word limit can have a
10% deviation on the discretion of the Editorial Board. Further, itis notinclusive
ofthe Footnotes and Abstract.

Heading and subheadings must be formatted with case size of 12 in Times New
Roman and Bold.

Body ofthe paper mustbe formatted with fontsize 12 in Times New Roman.

Footnotes shall follow the line spacing of 1, and the rest of the manuscript shall
follow theline spacing of 1.5.

All referencing and footnoting shall strictly adhere to the standards laid down in
the Bluebook citation 21°edition.

Substantive footnoting is impermissible. All the contributions should be the
original work of the contributors and should not have been submitted for
consideration in any other Publication. Plagiarized papers will be rejected.

Papers should be original and not previously published or submitted to another
conference orjournal.

Plagiarism limit for the submissionis 10%
Co-authorshipis permissible up to a maximum of two authors.

The authors shall not disclose their identity anywhere in the body of the
manuscript.

Copyright Policy- the Author(s) agree to give the Editorial Board all the
necessary rights to produce, distribute, and publish the manuscript, including
butnotlimited to online and offline media.

ACCOMMODATION

ANDFOOD

Accommodation will be provided for outstation participants upon prior request
on paymentbasis.

Detailsregarding stay arrangements will be communicated after registration.

Meals and refreshments will be arranged for all participants on the event day
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